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Background: In March 2024, a multi-year social-engineering operation culminated in the injection of a sophisticated backdoor into xz/
utils versions 5.6.0 and 5.6.1 (CVE-2024-3094, CVSS 10.0), reaching OpenSSH on rolling-release GNU/Linux distributions before a
fortuitous performance anomaly led to its discovery and containment. Objective: This paper treats the xz-utils incident not as an
anomaly to be patched but as a diagnostic event that exposes the load-bearing assumptions of trust in open-source software supply chains
— and evaluates, stage by stage, whether the security instruments now in circulation would have prevented, detected, or contained it.
Methods: We conduct a qualitative single-case study built exclusively from primary sources (the disclosure thread, the CVE record,
distribution advisories, and the CISA alert), reconstruct the attack chain as a sequence of six trust transitions, and perform a
counterfactual control analysis mapping six classes of supply-chain controls (maintainer-support programs, provenance attestation,
reproducible builds, SBOM and binary analysis, runtime isolation, and coordinated response) against each stage. Results: No single
instrument spans the full chain. Provenance attestation and reproducible builds would have raised the cost of the build-time activation
stage dramatically; maintainer-support and criticality programs address the social-engineering stage that every technical control leaves
untouched; runtime isolation (SELinux) actually prevented exploitation on some systems; and the coordinated response within hours
demonstrated that recovery-side trust mechanisms are the field's most mature layer. We further show that SBOMs — the most-cited 2024
remedy — would not have detected this attack, and argue that trust in supply chains must be built on verifiable process evidence rather
than identity or reputation. Conclusions: The xz-utils incident defines the research and policy agenda for supply-chain trust: fund
maintainers of critical-but-invisible infrastructure, instrument trust transitions with verifiable process guarantees, and design for the
adversary who behaves like an ideal contributor.

Keywords: software supply chain security; open-source software; xz-utils; CVE-2024-3094; provenance attestation; reproducible builds; SBOM;
digital trust

Contribution statement. This paper makes four contributions: (1) a source-verified reconstruction of the CVE-2024-3094 attack chain as six
sequential trust transitions, suitable for reuse in threat modeling; (2) a counterfactual control analysis that maps six control classes against the six
attack stages and identifies precisely where the current instrument stack has no meaningful coverage; (3) a correction of the post-incident policy
discourse, showing that SBOM adoption alone would not have detected or prevented this attack; and (4) a stakeholder-differentiated set of
recommendations (maintainers, distributors, consumers, funders) grounded in the 2024 policy corpus (SLSA v1.0, NIST SSDF, EU Cyber Resilience
Act, CISA Secure-by-Design).

1. Introduction

Open-source software is the substrate of digital trust: it composes operating systems, TLS stacks, compression libraries, and
firmware that together mediate nearly every secure transaction on the Internet. Yet the trust relations that produce and sustain this
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substrate are thin — maintained by individuals whose incentives are reputational rather than financial, integrated by distributions on
release-velocity timescales, and consumed by organizations that rarely inspect what they compile and run. The software supply-
chain security literature has catalogued this asymmetry for years [5][6][7], but the field's warnings acquired a concrete, near-
catastrophic demonstration on 29 March 2024, when Andres Freund disclosed that xz/utils — a compression utility present in
effectively every GNU/Linux system — had been carrying a carefully engineered remote-code-execution backdoor in versions 5.6.0
and 5.6.1 [1].

The mechanics of the incident are worth stating plainly, because their sophistication reframes the threat model. An attacker operating
for roughly two and a half years under the identity "Jia Tan" (account created 2021) first contributed ordinary patches to the under-
resourced project, then cultivated operational credibility — new release infrastructure, mailing-list presence, and persistent advocacy
for co-maintainer status — while the long-serving sole maintainer, managing the project through a period of personal difficulty,
gradually ceded responsibility [1]. In early 2024 the attacker committed a malformed test corpus whose decode failure was
engineered to trigger injection of an object file at build time on glibc-based GNU/Linux systems; the resulting liblzma object hooked
the symbol resolution of programs that linked it — including OpenSSH's sshd via systemd's libsystemd — enabling unauthenticated
remote code execution on affected x86-64 systems [1][3][4]. The backdoor reached rolling-release distributions (Fedora Rawhide,
openSUSE Tumbleweed, Debian sid/experimental, and others) but not the enterprise or stable channels; it was discovered because
Freund, investigating a curious half-second CPU overhead in ssh logins while testing PostgreSQL under Valgrind, followed a defect
in memory profiling to its impossible origin [1]. Within hours of disclosure, distributions reverted, the CVE was assigned with a
CVSS score of 10.0, and CISA issued an alert [3][4]. The incident ended as a narrow miss — a weaponized, patient, apparently
state-grade intrusion deactivated days before reaching millions of stable systems.

The field's immediate reaction was procedural (rotate keys, patch, audit), but the durable lesson is structural: every individual hop
in the attack chain was a legitimate-seeming trust transition — a helpful patch, a release-infrastructure improvement, a co-
maintainer appointment, a test-corpus fix, a build-system modernization. No signature check, no code review, and no vulnerability
scanner in routine use would have flagged any single transition as malicious. The attack did not defeat the supply chain's controls; it
became the supply chain's normal operation.

1.1 Research questions

This paper asks what the incident teaches about the foundations of software supply-chain trust. RQ1: What is the verified sequence
of trust transitions by which the attacker reached OpenSSH (the attack chain)? RQ2: Which existing controls — technical and
organizational — would have prevented, detected, or contained each stage of the chain? RQ3: Where does the current control stack
have no meaningful coverage, and what does that imply for research and policy? RQ4: What differentiated responsibilities follow
for maintainers, distributors, consumers, and funders of critical open-source infrastructure?

1.2 Contributions

We answer these questions with four contributions. First, a source-verified reconstruction of the attack chain as six trust transitions
(Section 4, Figures 1-2) (RQ1). Second, a counterfactual control analysis across six control classes and six attack stages (Section 5,
Figure 3, Table 2), identifying the coverage frontier — the stages where no deployed instrument provides meaningful protection
(RQ2, RQ3). Third, an argument — against the dominant post-incident discourse — that SBOM adoption, while valuable for other
purposes, would not have detected this attack, because the backdoor was hidden inside a compressed test fixture and activated at
build time on consumers' machines (Section 5.3) (RQ3). Fourth, stakeholder-differentiated recommendations aligned with the 2024
policy corpus (Section 6, Table 3) (RQ4).

2. Background and Related Work

2.1 Open-source supply-chain attack taxonomy

The supply-chain attack literature provides the taxonomy into which CVE-2024-3094 falls. Ohm et al.'s review of open-source
supply-chain attacks classifies attacks by the lifecycle stage they compromise [6]; Ladisa et al.'s systematization enumerates the
attack vectors and linked defenses for open-source ecosystems, ranking vectors by feasibility [5]. Within these taxonomies, the xz-
utils incident is a source-code integrity attack executed through maintainer compromise — the most severe class, since it operates
upstream of every technical checkpoint, in the social layer where authority to modify the project is granted. Zimmermann et al.'s
study of the npm ecosystem demonstrated empirically that the effective security of a package depends on the security behavior of its
maintainers and that "trusted" identity is a poor proxy for trustworthiness [7]. The xz incident is the maximal expression of that
finding: the attacker did not impersonate a maintainer — they became one.
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2.2 Precedents and the criticality asymmetry

The incident joins a lineage of wake-up calls whose pattern is instructive. OpenSSL's Heartbleed (2014) revealed that infrastructure
used by nearly every Internet user was maintained by a handful of barely-funded volunteers [19]; the 2018 event-stream npm
incident demonstrated social-engineering takeover of an abandoned-but-widely-installed package [6][7]. The repeated lesson —
formalized in the OpenSSF Mobilization Plan [14] and in criticality analyses such as the Census II study [17] — is an asymmetry:
the most consumed open-source components are often the least resourced. xz-utils, present in effectively every GNU/Linux
installation yet maintained by one volunteer, sits at the extreme of that distribution.

2.3 The 2021-2024 instrument stack

Between 2021 and 2024 the policy apparatus for supply-chain trust expanded substantially, and all of it predates the incident. U.S.
Executive Order 14028 (2021) and the NTTA minimum elements made SBOMs a procurement expectation [10][11]. NIST's Secure
Software Development Framework (SSDF v1.1) codified producer-side secure development practices [12]. The OpenSSF's SLSA
framework reached v1.0 in 2023, defining graded levels of build-platform provenance guarantee [9]; in-toto provides cryptographic
attestation of the steps of a software supply chain [8]; sigstore provides free, short-lived code-signing infrastructure [20];
reproducible-builds techniques enable independent verification that binaries correspond to claimed sources [13]. On the consumer
side, OpenSSF Scorecard automates project security posture assessment [18]. On the regulatory side, the EU Cyber Resilience Act
(Regulation (EU) 2024/2847), adopted in October 2024, imposes product-level security obligations that will reach open-source
suppliers [15], and CISA's Secure-by-Design initiative presses producers toward memory safety and transparency [16]. The question
this paper answers is empirical and uncomfortable: against the xz attack chain specifically, which of these instruments bite, and
where?

2.4 Incident-response precedent

Finally, the response itself is documented and worth studying as the field's most mature trust mechanism: disclosure to the oss-
security list with full technical detail [1], immediate distribution advisories and downgrades [2], a CVE record and CISA alert within
a day [3][4], and broad ecosystem communication. The contrast between the fragile social trust that admitted the attacker and the
robust operational trust that evicted them frames the paper's conclusion.

3. Methodology
We apply a qualitative single-case design with three components.

Primary-source reconstruction (RQ1). The attack chain was reconstructed exclusively from primary sources: the disclosure thread
on the oss-security mailing list, including the discoverer's own technical account [1]; the CVE record [3]; distribution advisories and
the Red Hat alert [2]; and the CISA alert [4]. Claims not attested by a primary source (e.g., speculative attributions of the attacker to
any state actor) are excluded from the reconstruction and flagged as open questions. The reconstruction is normalized into six trust
transitions (Section 4.2, Figure 2), each specified with its mechanism, its trust premise, and its evidence.

Counterfactual control analysis (RQ2, RQ3). Six control classes were selected from the 2021-2024 instrument stack (Section
2.3): maintainer-support and criticality programs [14][17]; provenance attestation (SLSA, in-toto, sigstore) [8][9][20]; reproducible
builds [13]; SBOM and consumer-side binary analysis [10][11]; runtime isolation and least privilege [16]; and coordinated response
and transparency [1][2][4]. For each attack stage, each control was assigned a qualitative coverage level — strong (would very
likely have prevented, detected, or contained the stage), partial (raises cost or narrows exposure under conditions), or none (no
meaningful effect) — based on documented mechanism behavior, not aspiration. The resulting matrix (Figure 3, Table 2) is an
author assessment; we state its subjectivity in Section 7 and mitigate it by tying every assignment to a specific mechanism argument.

Stakeholder-differentiated recommendation synthesis (RQ4). Recommendations were derived by taking each cell of the
coverage matrix with level none or partial and identifying the stakeholder best positioned to act (maintainer, distributor, consumer,
funder), then aligning the recommendation with the 2024 policy corpus (SSDF, SLSA, CRA, Secure-by-Design) [9][12][15][16].

4. Case Analysis: The Attack Chain as Trust Transitions (RQ1)
4.1 Chronology

Figure 1 presents the verified chronology, 2021-2024. The attacker's account was created in 2021 under a different identity, and contributions of ordinary
quality accumulated through 2022-2023 alongside escalating pressure on the sole maintainer to add co-maintainers and modernize release infrastructure [1].
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In early 2024 the attacker held co-maintainer status; in February 2024, xz 5.6.0 and 5.6.1 shipped with the payload; by late March the code had been
absorbed by rolling-release distributions; on 29 March 2024 the disclosure ended the operation [1][2][3][4].

discovery &

I Attacker trust-building & injection containment
[l Distribution uptake xz5.6.0/5.6.1
I Discovery & response released (Feb 2024)

‘Jia Tan' becomes H
counterparty co-maintainer :
(Early 2024) :
: Andres Freund discloses
¢ on oss-security
(Mar 29, 2024)

Sustained contributions;
pressure on the sole
maintainer begins

Backddor deactivated:
repositpry suspended,
recavery begins

Febora Rawhide, openéUSE
Tumbleweed, Debianisid

. absorb 5.6.x
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build-to-host machinery
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CVE-2024-3094 (CVSS 10.0);
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revert within hours
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Figure 1. Verified chronology of the xz-utils compromise, 2021-2024 [1][2][3][4].

4.2 The six trust transitions

Figure 2 decomposes the chain into the same six transitions (T1-T6) defined below and consolidated in Table 1, each of which exploited a legitimate trust
mechanism.

T1 — Trust acquisition through contribution. Ordinary, useful contributions over years built the committer's standing. Trust
premise: sustained technical contribution implies aligned intent. This premise is the field's baseline social contract and is
untouchable by technical control [5][7].

T2 — Trust-role escalation. Persistent pressure and demonstrated utility led to co-maintainer authority over the project's build and
release machinery. Trust premise: demonstrated competence warrants authority. The maintainer's documented workload and personal
circumstances made this transition seem not merely reasonable but humane [1][14].

T3 — Artifact injection inside test fixtures. A malformed test file (bad-3-corrupt_lzma2.xz), presented as a test corpus addition,
embedded obfuscated payload data. Trust premise: test files are inert. Reviewers accordingly apply weaker scrutiny to test data than
to source code — an assumption the attacker engineered around [1].

T4 — Build-time activation. A modification to the build machinery (build-to-host.m4) caused extraction of an object file from the
test fixture at configure time on glibc-based GNU/Linux systems, grafting hostile code into liblzma at the consumer's own build.
Trust premise: the build system is plumbing. The activation was conditional, architecture-specific, and invisible in the released
source diff — it targeted exactly the class of systems (rolling distros with direct builds) most likely to ship it and least likely to have
deep review capacity [1].

T5 — Linkage transfer into sshd. On affected distributions, the packaged libsystemd linked liblzma into OpenSSH's sshd; the
backdoor hooked ifunc-based symbol resolution to intercept authentication routines. Trust premise: dependency closure is
intentional and reviewed. The attack reached the most security-critical daemon on the system through two unreviewed transitive
hops [1][3].

T6 — Dormancy and exposure. The payload reached end-user-facing rolling releases but not enterprise/stable channels;
exploitation was blocked on systems where SELinux denied the required memory-protection operations — a runtime control the
attacker had not fully engineered around [1]. The chain was severed on 29 March 2024 by disclosure, not by any deployed
preventive control.

Transition Mechanism Trust premise exploited Primary
source
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T1 Trust acquisition | Multi-year ordinary contributions under "JiaT75"/")ia Tan" Sustained contribution implies [1]
aligned intent

T2 Role escalation Pressure + utility led to co-maintainer authority over release/build Demonstrated competence [1]
machinery warrants authority

T3 Artifact injection | Malformed test corpus (bad-3-corrupt_Izma2.xz) embedding obfuscated Test data is inert; weak review [1]
payload depth

T4 Build-time Modified build-to-host.m4 extracts object file at configure time on glibc Build system is trusted plumbing [1]

activation GNU/Linux

T5 Linkage transfer | libsystemd pulls liblzma into sshd; ifunc resolution hooks authentication Dependency closure is reviewed [1][3]
routines and intentional

T6 Dormancy & Payload limited to x86-64 glibc rolling-release systems; blocked by Runtime isolation assumed absent | [1]

exposure SELinux execmem denial on some hosts

Table 1. The six trust transitions: mechanism, exploited trust premise, and evidence [1][3].

The six trust transitions (T1-T6) of the xz-utils attack chain

labeled as in Table 1 - each hop was a legitimate-seeming trust transition; no single gate saw the whole picture

' N\ N\ )
T1 Trust acquisition T2 Trust-role escalation T3 Artifact injection
Multi-year ordinary contributions Malformed test corpus
(2021-2023) build the contributor's 4' Sustglned pressure‘and demonstrated -" (bad-3-corrupt_lzma2.xz) embeds an
g utility yield co-maintainer authority N
standing in an under-resourced obfuscated payload hidden in
over build and release machinery >
project 'test' files
- J J o /)
' N\ N\ B
T4 Build-time activation T5 Linkage transfer T6 Dormancy & exposure
Modified build-to-host.m4 extracts _|’ libsystemd linkage pulls liblzma _|' Payload reaches rolling-release
an object file at configure time on into OpenSSH sshd; ifunc-based symbol distributions; SELinux denials block
glibc GNU/Linux; backdoored liblzma resolution redirects authentication some hosts; chain severed by
ships in 5.6.0/5.6.1 call to payload disclosure Mar 29, 2024
. J J J

Figure 2. The trust path: the six trust transitions T1-T6 of Table 1, from social engineering to sshd exploitation and containment [1][3].

4.3 What made the attack exceptional

Three properties distinguish CVE-2024-3094 from prior supply-chain incidents [5][6]. First, patience: a multi-year, multi-identity
social-engineering campaign aimed at one of the most widely deployed codebases in existence. Second, build-time indirection: the
payload lived outside the reviewable source surface, in test data activated by build machinery on the consumer's machine —
defeating source-based review by construction. Third, precision targeting: the activation conditions and linkage path were tuned to
reach sshd on exactly the systems likely to adopt the compromised release quickly, while leaving stable enterprise channels
untouched — a launch strategy that came within days of full deployment.

5. Counterfactual Control Analysis (RQ2, RQ3)

5.1 The coverage matrix

Figure 3 summarizes the analysis: six attack stages against six control classes, with qualitative coverage levels. The stage cut S1-S6 differs deliberately from
the trust-transition cut T1-T6 of Section 4.2, because the two decompositions serve different questions: S1 merges T1 and T2, which together constitute the
human trust-building layer against which no technical control operates; S2 and S3 correspond to T3 and T4 respectively; S4 (distribution uptake) and S5
(runtime exploitation) decompose T6's exposure phase into the two points at which different control classes act; and S6 adds the post-disclosure recovery stage
that the attacker-side chain does not contain but the control analysis requires. Table 2 records the mechanism argument for each assignment. The matrix's
headline finding is the diagonal shape of coverage: technical controls cluster around the middle of the chain (build-time activation, distribution uptake), while
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its two ends — the social engineering that acquired control, and the human forensics that followed discovery — remain largely uncovered by any deployed
instrument.

Qualitative counterfactual control coverage across the xz attack chain (author assessment)

Maintainer support Provenance attestation Reproducible SBOM & consumer Runtime isolation Coordinated response
& criticality programs (SLSA / in-toto / sigstore) builds binary analysis & least privilege & transparency
S1 Social engineering —~ - - - - -
& trust acquisition
S2 Malicious artifact —~ ~ - - - -
injection
S3 Build-time
activation = + + -~ = =
S4 Distribution
uptake = + —~ ~ - +
S5 Runtime
exploitation = = = = + =
S6 Forensics - — — —~ - +
& recovery

Figure 3. Qualitative counterfactual control coverage: control classes against the six-stage xz attack chain S1-S6 (author assessment; stage cut mapped to
the trust transitions T1-T6 of Table 1 in Section 5.1; mechanism arguments in Table 2).

Stage | Control Level Mechanism argument

S1 Maintainer support & criticality | ~ Reduces takeover-prone conditions (funding, co-maintainership, project health) but cannot
programs distinguish patient attacker from genuine volunteer [14][17]

S1 All technical controls - Social-layer trust acquisition is upstream of all artifact and build controls [5][7]

S2 Provenance attestation ~ Binds artifacts to process, not maintainer intent; legitimate write access passes [8][9]

S2 Scorecard / project-health ~ Sudden role/infrastructure changes are detectable signals, noisy in practice [18]
signals

S2 SBOM / binary analysis - Payload dormant in compressed test fixture; invisible to release-level inventory [1][10]
(release)

S3 Reproducible builds + Independent rebuild exposes divergence between released source and produced binary [13]

S3 SLSA L3+ provenance + Build platform attests actual build inputs/outputs; test-fixture extraction becomes visible [9]

S4 Provenance verification at + Unverifiable or non-attested critical releases quarantined pending rebuild [9][13]

distribution gate
S4 Coordinated response + Advisory-and-revert cycle executed within hours once triggered [2][4]

S5 Runtime isolation (SELinux, + execmem/permission denials blocked exploitation on configured hosts [1][16]
sandboxing)
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S6 Response & transparency + Full technical disclosure, CVE with CVSS 10.0, CISA alert, rollbacks within a day [1][3][4]
process

S6 Provenance attestation ~ Bounds the period of malicious releases; blind to the multi-year human operation [8][9]

Table 2. Mechanism arguments for the counterfactual control coverage assignments.

5.2 Stage-by-stage findings

S1 (Social engineering): partial at best. Maintainer-support and criticality programs — funding, security training, co-maintainer
rotation policies, project-health monitoring such as OpenSSF Scorecard signals [14][17][18] — reduce the conditions under which a
takeover succeeds (an exhausted sole maintainer of hyper-critical code) but cannot distinguish a patient attacker from a genuine
volunteer. No 2024 instrument provides verification here; this is the frontier.

S2 (Injection): partial. Provenance attestation binds artifacts to their production process but cannot certify the intent of a maintainer
with legitimate write access [8][9][20]. Scorecard-style anomaly signals (sudden release-infrastructure changes, unfamiliar
committers gaining privileged roles) offer weak, noisy detection [18]. SBOM and binary analysis of the release would not see the
payload at all, because it was dormant in compressed test data (Section 5.3).

S3 (Build-time activation): strong. This is where the instrument stack bites hardest. A reproducible-builds regime would have
exposed the divergence between the released source and the produced binary: the build-to-host machinery would produce non-
reproducible artifacts, and any independent rebuild would surface the injected object [13]. SLSA Level 3+ provenance would
likewise require the build platform to attest what it actually built and from what inputs, making the test-fixture-to-object-file
extraction visible and attestable [9]. This stage is, in other words, solved in principle — the gap is adoption: xz was built by
distributors and end consumers on heterogeneous hosts with no attestation pipeline.

S4 (Distribution uptake): strong for attestation, partial elsewhere. Verified provenance and reproducible builds at the
distribution layer would have quarantined 5.6.x pending verification [9][13]; the rapid, coordinated advisory-and-revert cycle that
followed disclosure (within hours) demonstrates that the response layer works when triggered [2][4] — but it was triggered by luck,
not by controls.

S5 (Runtime exploitation): strong for isolation. On systems where SELinux denied the memory-protection operations the payload
required, exploitation failed [1]. Runtime isolation, sandboxing of long-lived daemons, and least-privilege defaults (CISA Secure-
by-Design themes [16]) are the last line of defense — and in this incident they were the only preventive control that actually stopped
anything.

S6 (Forensics and recovery): strong for process, weak for attribution. The disclosure-quality of the oss-security thread, the
immediate CVE assignment (CVSS 10.0), CISA's alert, and distribution rollbacks [1][2][3][4] constitute a functioning recovery
layer. What no instrument provided: attribution, or a way to audit the two and a half years of trust-building. Provenance attestation
helps here only partially — it can bound the period in which malicious releases existed, not the period in which the human operation
ran.

5.3 The SBOM caveat

The most-cited post-incident remedy — "generate SBOMs" — deserves explicit correction. An SBOM inventories the components
of a software product [10][11]; xz would appear in SBOMs of affected distributions, as it always had. The backdoor was not a rogue
dependency or a renamed package; it was inside a legitimate component's legitimate release, hidden in compressed test fixtures and
activated at build time. An SBOM therefore neither prevented, detected, nor would even have flagged this attack. SBOMs retain
genuine value for vulnerability management (rapid identification of who ships xz 5.6.x) [10] — and indeed, their use in the response
was real — but presenting SBOM adoption as the lesson of CVE-2024-3094 mistakes the incident's class. The relevant lessons are
process-evidence instruments (reproducible builds, attestation) and human-layer controls.

6. Recommendations (RQ4)

Table 3 states stakeholder-differentiated recommendations. Their logic follows the coverage matrix: invest most where coverage is
none or partial, and convert the strong cells from luck-dependent to default-on.

Maintainers and projects should adopt a trust-transition policy: any change to release infrastructure, build machinery, or
maintainer roles requires a second opinion — mirroring the two-person integrity rule that cryptographic infrastructure already
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applies. Projects should treat test corpora and build scripts as security-relevant code with equivalent review depth. Maintainers of
critical components should be paid: the OpenSSF Mobilization Plan's funding mechanisms exist and remain underused [14].

Distributors should make SLSA L3+ provenance verification and reproducible-build checks a gate for absorbing new upstream
releases of critical packages [9][13], and should sandbox their build farms so that build-time compromise cannot silently propagate.
The xz incident showed rolling-release channels are the soft entry point; they need the strongest gates.

Consumers should instrument runtime isolation for long-lived network daemons (the SELinux lesson [1][16]), maintain SBOMs for
vulnerability management rather than attack detection [10], and — per the EU Cyber Resilience Act's trajectory [15] — begin
requiring process-evidence from suppliers rather than point-in-time audit attestations.

Funders and policymakers should direct resources at the uncovered frontier: programs that monitor the health and resilience of
hyper-critical, under-resourced projects (criticality x bus-factor ranking per Census II [17]), research into detecting social-
engineering campaigns in maintainer communities, and sustained support for reproducible-builds infrastructure across the long tail
of packages [13][14].

Stakeholder Recommendation Policy alignment

Maintainers / Two-person rule for build machinery, release infrastructure, and maintainer-role changes; SLSA [9]; SSDF [12]

projects security-relevant review depth for test corpora

Maintainers / Publish project-health signals (bus factor, release-process attestation) OpenSSF Scorecard [18]

projects

Distributors Gate absorption of new critical releases on provenance verification and reproducible-build SLSA v1.0 [9]; reproducible
checks; strongest gates on rolling channels builds [13]

Distributors Harden build farms against build-time compromise propagation SSDF [12]

Consumers Enforce runtime isolation and least privilege for long-lived daemons CISA Secure-by-Design [16]

Consumers Use SBOMs for vulnerability management, not attack detection; require process evidence NTIA [10]; EU CRA [15]

from suppliers

Funders / Fund maintainership of hyper-critical, under-resourced components (criticality x bus-factor OpenSSF Mobilization Plan [14];
policymakers ranking) Census 11 [17]

Funders / Research instrumentation of the social layer: maintainer-workload, role-change review, OpenSSF [14]

policymakers contribution-pattern anomaly detection

Table 3. Stakeholder-differentiated recommendations aligned with the 2024 policy corpus [9]1[10][12][13][14][15][16][17][18].

7. Discussion

7.1 Trust transitions, not trust levels

The deepest lesson of the incident is architectural: trust in open-source supply chains is not a property of artifacts but of transitions
— from contributor to committer, from committer to release authority, from source to binary, from project to distribution, from
distribution to daemon. Each transition in the xz chain was individually unremarkable; their composition was catastrophic. Controls
that certify states (signed releases, SBOMs, scorecard badges) leave transitions undefended; controls that certify processes
(reproducible builds, in-toto attestations, SLSA provenance) defend exactly the transitions where compromise materializes [8][9]
[13]. Digital trust for supply chains should therefore be specified, measured, and audited at the level of trust transitions.

7.2 The human layer is the perimeter

The attack succeeded for two and a half years in the only layer with no telemetry: human trust. The field's instrumentation of code
(scanners, SAST, SBOM) and of artifacts (signatures, provenance) is mature by comparison. Extending instrumentation to the social
layer — maintainer-workload metrics, role-change review, contribution-pattern anomaly detection (the same family of techniques as
Manuscript 1's compliance monitoring, applied to repositories) — is the open research frontier that this incident makes impossible to
defer. Equally, the sustainable fix is material: fund the humans. Heartbleed demonstrated the cost of unpaid critical infrastructure in
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2014 [19]; the OpenSSF Mobilization Plan specified the response in 2022 [14]; xz demonstrated in 2024 that the response had not
reached the project it was designed for.

7.3 The luck problem

The discovery depended on an investigator with rare domain depth noticing a half-second performance anomaly — an outcome no
control produced. The design goal for the field should be that next time, discovery is structural: a reproducible-builds mismatch, an
attestation gap, a sandbox violation — each of which converts "someone happened to notice" into "the pipeline refuses to pass." The
response layer's demonstrated speed [2][4] then becomes the backstop rather than the whole story.

8. Limitations and Threats to Validity

Construct validity. The six-stage decomposition and the coverage levels are analytical constructs; a different decomposition could
shift individual cell assignments, and the levels are qualitative judgments by the authors, mitigated — but not eliminated — by
grounding each in a specific mechanism argument (Table 2). Internal validity. The reconstruction excludes unverified claims by
design; however, some public accounts of the incident (e.g., attribution speculation, full extent of targeted architectures) remain
unsettled, and our analysis inherits that uncertainty. External validity. One incident, however rich, cannot establish which controls
generalize; the counterfactual analysis is a hypothesis-generating mapping, not an empirical effectiveness study. The
recommendation priorities assume GNU/Linux distributor-consumer topology and may vary across ecosystems (npm, PyPI,
container registries). Reliability. Primary-source dependence is a strength for facts but a constraint on scope: the attacker's internal
decision-making is necessarily inferred from observed actions. Temporal scope. The analysis reflects instruments and advisories
available through the fourth quarter of 2024; subsequent enforcement details of the EU Cyber Resilience Act and successor U.S.
policy are out of scope.

9. Conclusion

The xz-utils backdoor was not defeated by the supply-chain security stack — it was discovered by a curious performance anomaly,
days before reaching stable systems at scale. Reading the incident as six legitimate-seeming trust transitions yields a precise map of
where the field's instruments work (build-time verification, runtime isolation, coordinated response), where they merely help
(artifact attestation, distribution gating), and where they are absent (the human layer that admitted the attacker). The foundations of
software supply-chain trust, this incident teaches, rest on three pillars that must be built deliberately: funded and resilient
maintainership for the hyper-critical infrastructure nobody pays for; verifiable process evidence — reproducible builds and
provenance attestation by default — at every trust transition; and isolation by design so that the last line of defense is an architecture
rather than an accident. None of these existed, fully formed, for xz-utils in March 2024. Building them is the work the incident has
assigned.
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